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AWWA RISK & RESILIENCE RESOURCE SUITE

https://www.epa.gov/sites/production/files/2015-03/documents/planning_for_an_emergency_drinking_water_supply.pdf
https://www.cdc.gov/healthywater/pdf/emergency/emergency-water-supply-planning-guide.pdf


Looking Ahead

Awareness

Analysis

Action



AWARENESS – THE THREAT
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AWARENESS – THE THREAT

https://www.cisa.gov/sites/default/files/2023-12/aa23-335a-irgc-affiliated-cyber-actors-exploit-plcs-in-multiple-sectors-1.pdf 

Actions to take today: 

• Change default passwords on 
PLCs & HMIs.

• Ensure PLCs are not on public-
facing internet connections. 

• Use strong, unique passwords.

• Implement multifactor 
authentication. 

December 1, 2023

https://www.cisa.gov/sites/default/files/2023-12/aa23-335a-irgc-affiliated-cyber-actors-exploit-plcs-in-multiple-sectors-1.pdf


AWARENESS – THE THREAT



AWARENESS – THE THREAT

Actions to take today: 
• Apply patches for internet-facing systems. 

Prioritize patching critical vulnerabilities 

in appliances known to be frequently 

exploited by Volt Typhoon. 

• Implement phishing-resistant MFA.

• Ensure logging is turned on for 

application, access, and security logs and 

store logs in a central system. 

• Plan “end of life” for technology beyond 

manufacturer’s supported lifecycle. 

February 7, 2024

https://www.cisa.gov/sites/default/files/2024-03/aa24-038a_csa_prc_state_sponsored_actors_compromise_us_critical_infrastructure_3.pdf 

https://www.cisa.gov/sites/default/files/2024-03/aa24-038a_csa_prc_state_sponsored_actors_compromise_us_critical_infrastructure_3.pdf
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AWARENESS – THE THREAT

May 1, 2024

Actions to take today: 
1. Immediately change all default 

passwords of OT devices 

(including PLCs and HMIs), 

and use strong, unique 

passwords. 

2. Limit exposure of OT systems 

to the internet. 

3. Implement multifactor 

authentication for all access to 

the OT network. 

https://www.cisa.gov/news-events/alerts/2024/05/01/cisa-and-partners-release-fact-sheet-defending-ot-operations-against-ongoing-pro-russia-hacktivist 

https://www.cisa.gov/news-events/alerts/2024/05/01/cisa-and-partners-release-fact-sheet-defending-ot-operations-against-ongoing-pro-russia-hacktivist
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https://www.cisa.gov/news-events/cybersecurity-advisories

Staying informed about the Threats

https://www.waterisac.org 

https://www.cisa.gov/news-events/cybersecurity-advisories
https://www.waterisac.org/


Cybersecurity Risk & Responsibility

• Cyber Threats are Foreseeable

• Implement Best Practices

• Demonstrate Due Diligence

• Insurance provides some risk transfer

• Sovereign Immunity is not option

• Fiduciary Responsibility



AWARENESS - POLICY

Community Water System 

(pop. served)*‡

Certify Risk & Resilience 

Assessment (RRA) by:

Certify ERP within 6 

months of RRA, but not 

later than:

≥ 100,000 March 31, 2025 September 30, 2025

50,000 – 99,999 December 31, 2025 June 30, 2026

3,300 – 49,999 June 30, 2026 December 30, 2026

* Wholesalers use population of all systems served
‡ Population as of March 31, 2024

AWIA §2013 (SDWA §1433) Round 2



EPA Region Performing Inspections
• Validate utility certification of RRA 

and ERP…must show physical copy

• Are all required elements included?

• Focused seems to be Tier 1 (100K+)

• Part of broader EPA Enforcement 
initiative targeting 

EPA Enforcement Alert – May 20, 2024

AWARENESS - POLICY

Findings
• EPA inspected ~40 systems Sept 

2023-April 2024 found 70% 
• “do not fully comply” 

• Administrative Orders have 
stated that the RRA or ERP “did 
not include sufficient details”



EPA Cybersecurity Enforcement Focus

AWARENESS - POLICY

Focus is Observation of 15 Controls
• Based on subset of CISA Cybersecurity 

Performance Goals (CPGs)

• Guidance is derived from the withdrawn 
2023 Sanitary Survey Cyber Rule 

• List is included in 2 EPA sources:
• Evaluating Cybersecurity During Public Water 

System Sanitary Surveys (817-B-23-001)

 

• Small System RRA Checklist for Drinking Water 

Utilities - use for compliance with SDWA 1433/AWIA 

2013 (pdf) (817-B-20-001, see Table 11)

http://www.epa.gov/system/files/documents/2023-03/230228_Cyber%20SS%20Guidance_508c.pdf
http://www.epa.gov/system/files/documents/2023-03/230228_Cyber%20SS%20Guidance_508c.pdf
https://www.epa.gov/system/files/documents/2024-07/drinking-water-rra-checklist-508-compliant.pdf
https://www.epa.gov/system/files/documents/2024-07/drinking-water-rra-checklist-508-compliant.pdf
https://www.epa.gov/system/files/documents/2024-07/drinking-water-rra-checklist-508-compliant.pdf


Change in Leadership means New Direction

AWARENESS - POLICY

• EO 14179: Removing Barriers To American Leadership In Artificial Intelligence
• Develop AI Action Plan within 180 days (July 22, 2025)
• Revokes EO 14110: Safe, Secure, and Trustworthy Development and Use of 

Artificial Intelligence

• All National Security Memoranda (NSMs) are under review, including. 
• NSM-5: Improving Cybersecurity for Critical Infrastructure Control Systems

• Triggered creation of Cybersecurity Security Performance Goals (CPGs)

• NSM-22: Critical Infrastructure Security and Resilience (replaced PPD-21) 



Legislative Action

H.R. 2494, Establish a Water Risk and Resilience 

Organization (WRRO) to develop cybersecurity requirements 

for the water sector

H.R.2109/S.1018, Cybersecurity for Rural Water Systems Act 

H.R. 2344, Water System Threat Preparedness and 

Resilience Act 



ANALYSIS

Key Steps 

Leadership commitment & culture

Build team to manage risk & resilience

Leverage resources for due diligence

Assess vulnerabilities 

Make plan to mitigate vulnerabilities

Develop & exercise response plan



Implementing Best Practices = Due Diligence

• Provides a consistent and repeatable 
recommended course of action to 
recognize and mitigate cyber 
vulnerabilities

• Recognized by NIST, USEPA, CISA

• Prioritizes most relevant control 
based on 22 question about 
technology applications



Priority Action on Technical Basics

1. Remove nonessential publicly facing devices from the 

internet and enroll in CISA’s Vulnerability Scanning 

Service or similar program

2. Implement MFA, especially for remote access

3. Unique usernames and strong passwords

4. Assess vulnerability using available tools

5. Develop and exercise an Incident Response Plan

6. Change all default passwords when possible

7. Plan for and implement a network monitoring solution

8. Backup critical software and programs



NEW AWWA CYBERSECURITY RESOURCE SUITE



CYBERSECURITY DUE DILIGENCE

www.awwa.org/cybersecurity



?? QUESTIONS ??

Kevin M. Morley, PhD
Manager, Federal Relations

AWWA – Government Affairs
kmorley@awwa.org

www.awwa.org/cybersecurity
www.awwa.org/risk
www.cisa.gov/water

www.epa.gov/waterresilience/epa-cybersecurity-water-sector
www.waterisac.org  

mailto:kmorley@awwa.org
http://www.awwa.org/cybersecurity
http://www.awwa.org/risk
http://www.cisa.gov/water
http://www.epa.gov/waterresilience/epa-cybersecurity-water-sector
http://www.waterisac.org/
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